TINE Release 4.0 News

(April 9, 2010: That was the month that was !)

“What a long, strange trip it's been ....”



From last time ...

Exclusive Read

Use same security for READ calls as for
WRITE calls for selected properties.

Register a Property with CA__XREAD

o CA READ|CA XREAD
Exclusive READ only when an ACCESSLOCK is in
place

o CA XREAD

Exclusive READ always in force

O Conditions given by users and nets security determine
access

Otherwise: everyone has READ access.



[Related bug-fixes:

m Access Lock helper routines:

o Int SetAccesslLock(context, server,
lockType, lockDuration)

o Int FreeAccessLock(context, server)
= Now behave synchronously !

m Access Lock with Exclusive Read now
terminates any pre-existing links !



[New Features:. Security

Access applies to WRITE or Exclusive
READ

Access control via both User and/or
Network Address

o At the equipment module (i.e. device
server) level !

o At the property level !
o Atthe device level !



New Features:. Security

m User Access Restriction
o via File (in [FEC_HOME]/<EQM>)

= USers.csv
m  <property>-users.csv

O property-default-users.csv
= <device>-users.csv

O device-default-users.csv

o via API
=  AppendRegisteredUsers(egm, userlist, listsize)
= AssignPropertyAccessList(egm, prp, users, nusers)
= AssignDeviceAccessList(egm, prp, users, nusers)

Equivalent methods in java (TEquipmentModule) ...




New Features:. Security

= Network Address Access Restriction
o via File (in [FEC_HOME]/<EQM>)
m ipnets.csv
= <property>-ipnets.csv
O property-default-ipnets.csv
= <device>-ipnets.csv
O device-default-ipnets.csv

o via API
= AppendRegisteredNetsList(egm, iplist, listsize)
= AssignPropertyNetsList(egm, prp, ipnets, nipnets)
= AssignDeviceNetsList(egm, prp, ipnets, nipnets)

Equivalent methods in java (TEquipmentModule) ...




[Practical Example

tine Repeater Server(s) for the PETRA
Undulators:

o double repeater pair for
EMBL-Hamburg <-> DESY

o Command line:

tineRepeater PETRA Undulator
[c=PETRA.EXT /s=Undulator /p=11

o EMBL iIs ‘allowed’ to control Undulator X
but not the others !



Practical Example

fecadminfacclxcafacilil: fexport/tine/server /peund bhin/BEPTEQMS
fecadminfacclxcafacilil: fexport/tine/server /peund bhin/BEPTEQMS
fecadwinfacclxcsfacilOl: fexport/tine/server/peund//bin/BPTEQME 1s
device-defanlt-users.csv  PUO00-uszers.csv
fecadminfacclxcafacilil: fexport/tinefgerver /peund bin/BEPFTEQMS
T3ER, NAME

HASYLAE

fecadminfacclxcafacilil: fexport/tine/server /peund hin/BEPTEQMS /cat PUIO0-users. cav
T3ER_MNAME

cat device-default-users.cav

fecadminfacclxcafacilil: fexport/tinefgerver s/peund bin/BEFTEQMS 13
device-default-users.csv PU00-users.csv
fecadninfacclxcsfacilil: fexport/tine fserver /peund,/bin/EFTEQNE cd ..
fecadminfacclxocafacilOl: fexport/tine/server /peund shing 1a

fec.bak fec.log ipnets.csv BRPTEOM
fecadninfacclxcafacilil: ;’E:-:I:u:urtftinefserverfpeundfhinﬁ
SUENET

19Z2.109.31.585
fecadninfacclxcsfacilil: fexport/tine fserver /peund,/bing I

Note: ‘empty’ <device>-users.csv or <property>-users.csv are
equivalent to ‘allow ALL’ !!!




New Features:. Security

= Stock properties: USERS, IPNETS are by
default server-specific

= Can specify Property or Device as Input !

+i+ Instant Client

A=

+i= Instant Client

Print... Options... Debug Tools... Monitor... Show Globals!  Input Panel! Print... Options... Debug Tools... Monitar,,. Show Globals!  Input Panel!
Device Context Device Subsystem Device Context Device Subsystem Input Panel
|PETRAEXT | |faLc ~| | ¥ Show Stock Properties |PETRAEXT JALL ¥ Show Stock Properties
Device Server Device Hame Device Property Device Server Device Name I Device Property 1 [PuD3
|Undulator _~||||puoD ~| | [1PNETS | |Undulator | |PuOD |USERS =]
Data Size Data Type D escription Timeout Data Size | Data Type I~ Descrption 1|~ Timeout -
|NAME1B ﬂ |F|ead IP Access List 1000 MNAME16G v] | jﬂead User Access List 1000
L L |
JPETRAEXT /Undulator/PUO0 IPMETS @ Apr 08 182747 582 Read /PETRA.EXT MUndulator/PUI00 USERS @ dpr 05 18:29:31.039 Read
{ 0) 192 109 31 83 POLL { 0) HASYLAE POLL
draw mode ~draw mode -
Histogralh Histogral vl
transport tlanspoli
udp [default]

[~ Autoscale

" Log Scale

udp [default)




Eile:

“H mstlxs02 - default - 5SH Secure Shell
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;j Quick Connect || Profiles
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Print. ..
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Debug Toals...

Manikar. ..,

Show Glabals!

Input Panel!
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Device Subsystem
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[~ Show Stock Properties

Device Server

Data Size

Device Name

Device Property

TINE Repeater

PETRAEXT Und

Device Context

Device Subsystem

|PETRA

=l

|ALL

=l

[~ Show Stock Properties

Device Server

Device Name

[LBRENY.RPT

[BPM_SWR_13

=l

Device Property

ADCBUSY)|

Edit  Wiew Mindow Help

=
Data Tvpe
INT32 A

Data Size

Description

adc thread run flag ADC A

RN L

duvalfoczliterm0l: -4
duval@ncslxterndl: ~§ tineRepeater

tine repeater:

acquire and re-register and export information
from the specified TINE dewvice serwer

PETRA EXT Undulator/PUO0 USERS & Apr 08 18:23:31.033

ADC_AUTORUN
ADC_B
ADC_C

ADC_CNT
ADC_D

ADCTRIGSTATUS

K]

w

araw mode

Text dun ~

Usage

Connected to msth:s02

tineRepeater <context:> <device serwverx [/o=<new context> [s=<new server

offset> fr=<{polling interwval> Jd=<debug lewels:]

if no new context or serwver are specified, the repeater serwver will
have the same cohntext as the target server, and a server name given
by the target serwver name appended with '.RPT!
..

tineRepeater HERA EPH

will produce a server called EPM.EPT in context HERA

tineRepeater PETEA undulator fc=PETRA.EXT /s=undulator

will produce a server called undulator in context PETRA.EXT
a port can be specified with the /p switch (default = 101)
a polling interwval can be specified with the /r switch (default = 1000 ns)
[(note: the polling interval determihes the listeher refresh rate for any rep
a specific FEC name can be given with the /f switch [default =

duvalBncslxterndl: ~¢ ]

55H2 - blowfish-che - hmac-mds - none

name> ff=<fec name> sp=<{port

eated properties)

Bpt<contextias<serversTs=.<ports]

108x29

2

15l

transport
udp [default)

[~ Log Scale



[Feature-of-the-Month AWARD ]

EMBL

— For providing this
new Use Case !




[doocsZtine News

Note: ‘doocs2tine’ is the translation layer
(client and server) embedded in the doocs
kernel (‘tine2doocs’ is implied).

Various ‘concurrency’ issues fixed

o ddd use-cases starting numerous ‘wild-card’
links ‘simultaneously’

Meta-Property “.DESC” now supports data
type CF_USTRING

New status code: ‘information_static’.



doocs2tine News

‘Overridden’ meta-properties:

O

All meta properties can be overridden by registering the
corresponding property explicitly.

<property>.HIST, .EGU, .DESC, .NAM, etc.
If not overridden, then handled as a TINE stock meta-
properties.
<property>.DESC and <property>.EGU are static !

The property information given with the registration are
always used.

Polling <property>.DESC or <property>.EGU makes no
sense unless these are overridden (which DOOCS does)!

If a non-overridden meta property is ‘polled’ then status
code CE_SENDDATA + information_static is returned !



doocs2tine News

An aside concerning ipv6 and java

o IPv4

4 bytes

e.g. “131.169.151.171"
o IPv6

16 bytes

e.g. “affe3301:3410acce::4212a456ef:83a997ab”
o Possible mappings
No ‘standard’ mapping

Java does: IPv4 -> |Pv6 : 8 bytes ‘0’, 4 bytes ‘Oxff’, 4 bytes
IPv4 address

O “131.169.151.171” -> “0:0::ffffffff:83a997ab”

Note: DESY doesn’t use IPv6. Control systems don’t use
IPv6 (TINE doesn’t, DOOCS doesn’t, EPICS doesn't,
TANGO doesn’t, and nobody else you've heard of does!).




doocs2tine News

What does java do?
o Java socket API independent of IP version!

o If java ‘sees’ both IPv4 enabled and IPv6 enabled
It opens sockets for both!
TCP : a connection with a peer establishes which

version to use and the secondary socket is
automatically closed.

UDP: no connection! -> both left open, but the JVM
must channel traffic to the appropriate socket correctly!

O

O
O
O

Windows (doesn’t enable both versions) JVM and gets it
right!

Linux JVM gets this right!

Solaris JVM gets this right!

MACOS JVM does NOT get this right!
Must disable IPv6 !!



[Weirdness-of-the-Month AWARD ]

MCS-4

— For exposing this !




[Related News (epics2tine)

epics2tine Is the translation layer which
runs embedded on an epics ioc

o tine server/epics client

tine2epics is the translation layer which runs
(independently) on an epics ioc.
o tine client/epics server

Both now in use and working fine!
Connectivity @desy now managed by MKK



Related News (tangoZ2tine)

tango2tine is a gateway (not embedded!) which
translates a tango server (tango classes) into a tine
server.

o tango client/tine server

o currently: a single instance running @hasylab
Gateway on same network as tango servers : GOOD!

tine2tango is a gateway (not embedded!) which
translates a tine server into a tango server.
o tine server/tango client
o currently: many instances (at each beamline)

Gateway on hasylab net/servers on mcs net : NOT SO GOOD!
o Needs some ‘tweaking'.

synchronous polling to be replaced with asynchronous
‘listeners’, etc.



Alarm Database Manager

= Central Alarm Server Database Manager

Record Browszing Azzigned Servers + Alarm Critena

Alarm Server

PETRA |

Alarmn D atabasze

/PETRATrggertodule_Pe []
/PETRATiming_PE ()
/PETRASTIMING_PE.CDI (Feedback)]
APETRAAALCSY [ akuum]
/PETRAAALC TSP [Wakuumn]

/PETRA/T urboPurnpen [ akuum])
/PETRAAd:. Main [Diagnose)
/PETRAAd:. Spare [Diagnoze]
/PETRA/FIOPZ.CDI [Diagnose)
/PETRA/FiIOE W .CDI [Diagnose]
/PETRAMSTATE [Kontrollen]
/PETRAMGlobalzCollector [Fontrollen)
/PETRA/GLOBALS [Kontrallen
JPETRAMRCHMER [K.ontrallen]
APETRAAACIOM_PURP [V akuum]
/PETRAMAR adMonlP [Strahlung)
/PETRA/LDDWFI.CDI [Strahlung]
/PETRAA urrent T hreshold [Machine Prat.]
/PETRAMPSALARMS.COI (Machine Prot.
/PETRAMDIZPISMLAT.COI [Timing#Topl
/PETRAST empP3.COI [Temperaturen)
/PETRAT empP3 [Temperaturen)
/PETRAST empStram CD [T emperaturen)
/PETRAAS chirmbdon [Schirmmonitare)

hd

CAS Device Server List

Context |FiE.|_FL"}t

Update Lizt

Ilpdate DB ‘

Device Server |.-’-'-.F| CHIVER

Extra Alarm Systems

Alarmn System |K|:untn:|||en

f.ontrollen

[=

Subsystem
SUB

AlmSystem  Ent.
Kontrollen  [4RCH

| cffline

Retention
| 7200

Alarm Level  Archive Level Sevenity
3 0 K

Action [tems

Target Alarm Code : |N|:|t Responding < 999

" rmail ta; " event tigger

Ruediger.Schmitzi@idesy. de |mhf_slsr_tr|:

Mot Responding < 933 mailto: Philip. Duvali®idesy.de

Mot Responding < 393> mailto: M ark. Lomperskif@desy, de
Mat Responding < 999 mailto: Josef Wilgen@desy de

Mat Responding < 993 mailto: Ruediger. S chmitz(zidesy. de
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